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Abstract. In this document we consider various mathematical and statistical
aspects of broadcasting on trees.
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1. Broadcasting on Linear Trees

1.1.

Single-variable model of failures
We assume that a node sends a message through K communication paths where
each path contains exactly L nodes.

We assumed that L x K nodes where sampled from the population of N nodes
where M nodes are “faulty”.

If a path contains at least one faulty node then communication failure occurred.
If all K paths have communication failure then broadcast failure occurred.

If communication paths are sampled with replacement from N nodes with M < N
faulty then the probability that a node is faulty is ¢ = M/N.

Let us assume that we observe s(1), . ..,s(K), where s(u) € {0,1}¥, sampled from
the probability distribution

L
P(s(w)) = Hqu(M)(l _ q)1*8e(u)
(=1

— qELl sz(“)(l _ q)L—Zf=1 se(p) (1)



CONTENTS 9

-O O-0 O-0

Figure 1. Broadcasting on linear trees. A message is sent through K linear trees
with L layers.

e We are interested in probability of the event Zi{:l I[X:KL:1 xe(p) > 1] = K, i.e.
the broadcast failure event. To this end we compute moment generating function

(MGF) of the random variable n = 3% 1 [Zle xe(p) > 1| as follows

p=1

S 3 T PG

s(1) s(K) p=1
X e>‘ 25:1 1[2[;:1 f/z(#)Zl]

A

K
H Z ngzl 51’.(#)(1 _ q)L*Z1{7:1 Sé(ﬂ)eA 1[25:1 fz(u)zl]

n=Ls(p)

[1-(-q" e+ -at"

> (5) -0 q - greme @

n
n=0

From above follows that distribution of the random variable n =
25:1 1 [Zle xo(p) > 1] is the binomial (*) [1 - (1 —¢)*]" (1 — ¢)**~™ and
hence probability of the broadcast failure event n = K is given by

K

[1-(1-g"]". (3)

e We note that in the limit L — oo, such that K/L — 0, the probability of broadcast

failure [1 — (1 —¢)*]™ — 1 and in the limit K — oo, such that L/K — 0, the
probability [1 -(1- q)L}K — 0.
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e Let us now assume that ¢ is the probability that node is “curious”. Then the
event 25:1 1[25:1 xe(p) = L] > 1 is the anonymity failure event, i.e. there is
at least one path where all nodes are curious.

e We are interested in probability of the event fo:l 1[2521 xe(p) = L] > 1. To

this end we compute MGF of the random variable a = fo:l 1 ZZLZI xe(p) =L
as follows

K
L =Y > J[PGs(n)

s(1) s(K) p=1
% oM hor 1 ze(w)=L]

K
= 11> gZi=1 50 (1 — g)L=im el A 1Eis, we(w=L]

n=1s(u)
K XK
_ [qLe/\_i_l_qL} _Z(a)qLa(l_qL)Kae)\a (4)
a=0
From above follows that distribution of the random variable a is the binomial
([a( ) q"*(1 — ¢*)X~* and hence probability of the anonymity failure event a > 1
is given by
K
K —a
S (5) - —i- g, (5)
a=1
e We note that in the limit L — oo, such that K/L — 0, the probability of
anonymity failure 1—(1—¢%)® — 0 and in the limit K — oo, such that L/K — 0,
the probability 1 — (1 — ¢*)% — 1.

1.2. Two-variable model of failures
o We assume that a node sends a message through K communication paths where
each path contains exactly L nodes (see Figure 1).

e We assumed that L x K nodes where sampled with replacement from the
population of N nodes.

e We assume that Mg nodes in the population are “faulty”} and the probability
that a node is faulty is gp = Mp/N.

e If a path contains at least one faulty node then communication failure occurred.

e If all nodes in a communication path are non-faulty then this is a functioning
communication path.

e If all K paths have communication failure then broadcast failure occurred.

e We assume that M, nodes in the population are “adversarial’§ and the
probability that a node is adversarial is ga = M4 /N.
e Let us define the binary variable o,(u) € {0, 1} for a node £ in the communication
path p. A node is faulty /not-faulty when o,(u) = 0/1 with probability ¢r/1—qp.
1 Faulty node is unable to relay a message.

§ Adversarial nodes are controlled by an adversary which can make nodes faulty, use them for traffic
analysis, etc.
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Figure 2. Analysis of failures in 2% linear trees with L layers (see Figure 1). Left:
The probability of broadcast failure plotted as a function of number of layers L
for the fraction ¢ = 0.3 of faulty nodes. Right: The probability of anonymity
failure plotted as a function of the number of layers L for the fraction ¢ = 0.3
of “curious” nodes. In simulation probabilities were computed from M = 10%
samples.
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Figure 3. Analysis of failures in 2% linear trees with L layers (see Figure 1). Left:
The probability of broadcast failure plotted as a function of number of layers L
for the fraction ¢ = 0.6 of faulty nodes. Right: The probability of anonymity
failure plotted as a function of the number of layers L for the fraction ¢ = 0.6
of “curious” nodes. In simulation probabilities were computed from M = 10%
samples.

e We assume that o(1),...,0(K), where o(u) € {0,1}F, sampled from the
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Figure 4. Broadcasting on linear trees. A message is sent through K linear trees
with L layers.

probability distribution

1 _ QF az(u)q;—af(li)

th

L
= (1 — qF)ZE:1 UE(M)qg_Zezl ae(p) (6)

e If path p contains at least one faulty node, i.e. ZeL=1 oe(p) < L, then
communication failure occurred.

o If all K paths have communication failure, i.e. Zf 10 ou(p) < L] = K,
then broadcast failure occurred.

e Also we define the binary variable s,(p) € {0,1}. A node is “hon-
est” / “adversarial” when s;(p) = 0/1 with probability 1 — ga/qa.

e We assume that s(1),...,s(K), where s(u) € {0,1}*, are sampled from the
probability distribution

Hq 1_qA1 se(p)

= qule 5“”(1 — qA)L—EeL=1 se(p) (7)
K L L K L

o If E,uzl 1[221:1 oo, (p) = L] 1[252:1 se,(p) > 1] = Zu:1 1[251:1 oo, (p) = L]
and 25:1 l[zzzl oo, (n) = L] > 1, i.e. all functioning communication paths
have at least one adversarial node, then adversary has opportunity to cause
broadcast failure.

o If fo:l l[zzzl op, (n) = L)1 [Z[ 156, (1) = L] > 1, ie. there is at least one
functioning communication paths where all nodes are adversarial, then adversary
has opportunity to cause anonymity failure.
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e We are interested in probability of the above two events. The latter are functions
of the random variables n(u) = ZeL:1 o¢(p) (number of non-faulty nodes in comm.
path p) and na(p) = 25:1 se(p) (number of adversarial nodes in comm. path
) which are independent. The prob. distribution of n(x) is the binomial

L n(p -n
Plaar) = () ) (1= 0" ®)
and prob. distribution of 14 () is the binomial
L n n
PloaGlan) = ) a5t 1= gnP e o)

e Above allows us to compute the probability of the event 25:1 1n(p) =
LI1[na(p) > 1] = Y5 1[n(p) = L] and zfj,l 1[n(u) = L] > 1 as follows

DD ZHP 1)lgr) P(na(w)la)

n(1) n(K)na(l) na(K)p=1

xll
1
xll

1

Now the MGF of random variables Zle 1n(p) = L]1[na(p) > 1] and
fo:l 1[n(u) = L] is given by

A, Ao] = Z Z Z Z HP w)lqar) P(na(p)lqa)

n(1) n(K)na(l) na(K)p=1
oM I () =L] L[na () 211420 S5, 1n(0)=L]

= H Z Y Pla(wlar) P(na(wlaa)

k=1n(p) na(p)
1n(p)=L]{A11[na(p)=1]+A2}

n(p) = L) 1na(p) > 1] = > 1ln(p) =

1 p=1

Mx

M=

1n(n) = L] > 1

1

X e

1] 5 5 vt

=1 Ln(p)=0na(p)

P(Liar) 3 P(m(u)qA>e“11[nA<#>2H+Az}]

na(p)

ll — P(Llgr)

I
>

T
Il
-

P(Ligr) 3 P(m(u)qA>e“1”"”‘“‘)>M}]

na(p)

—P(Llqr)
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K
+ P(LIqF){P(OqA) e 4 [1 = P(0[ga)] e+ H

1—P(L|gr) + P(L|gr) P(0lga) e

K
+ P(Llgr) [1 = P(0[ga)] GAIHQ]

K
= > () (1= P(Elar) + P(Llar) PO "

n

% [P(Llgr) [1 = P(0]gx)] &)

K K n n .
_ )1 =P(Ligr)]"
> () 35 () 0 -pizin
P"~"(L|gr) P""(0|qa)
X PKﬁn(L|qF) [1 - P(0|QA)}K7n
M (K =n) Ao (K—) (11)

X e

From above follows that the prob. distribution of random variables n; =
fo:l 1[n(p) = L) 1[na(p) > 1] and ng = 25:1 1[n(p) = L] is given by

P(ny,ng) = XK: (f) z”: (g) [1-P(Llgr))"

n=0 7i=0
x P (L|gr) P"""(0lqa)
x PX"(Llgr) [1 = P(0lga)] "
X Onys K —nOngs K —- (12)

From above follows that the probability of adversarial broadcast failure is given

by
;;P(m,nz)émml[nz > 1
- i (¥) Z (2) - piiae?

x P""(Llgr) P"""(0lq4)
x PX"(Llgr) [1 = P(0]ga)]* "
X 6K—n;K—’FL 1[K -n > 1]

- () (D)o -rwer

n=0 n=0

x P"""(L|qr) P"""(0lqa)
x PE="(Lgp) [1 — P(0lga)]* "
X O 1K — 1 > 7]
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- fj (%) 2_: (0) - Pzlar)”

x P"""(L|qr) P"""(0|qa)

x PX="(L|qr) [1 — P(0qa)]* "
X 5n;ﬁ l[K— 1> n]
K

=3 (5) el

n=0
x PE="(Lgp) [1 — P(0]ga)]" "
x 1[K —1>n] (13)

Now consider

3 (5) 1= patla P (alar)

n=0
X [1=P(0]ga)]" " 1K — 1> n]

== POl 3 () 1= P(Llar) P )
< [1— P(0lqa)| " 1K ~ 13 n)
~ 1= POl [P(Llor) + T

P(0lga)
—[1 = P(0lga))™ [t = P(Llgp)]™ [t = P(0]qa)]

K
~ 1= POl [P(Elar) + = p |

P(0]ga)
—[1 = P(Llgr)"
= [(1 = P(0lga)) P(Llgr) + 1 — P(Llgr)]" — [1 = P(Llgr)]*
=[1—P(0]ga)P(Llgr)]" — [1 — P(L|gr)]"
=[1—(1=q) (1 —gn) " = 1= (1—gm*]" (14)

and hence the probability of adversarial broadcast failure is given by

Pup = ZZP(nlanQ) 5711;7121[77/2 > 1]

ny no
— -0 =-g)"0—gn)"] =[1=(-gn)™]".  (5)
We note that in above (1—qa)¥(1—gr)" is the probability that a communication
path doesn’t have failed and adversarial nodes.
e To compute the probability of event fo:l l[z:ng:1 o, () = L] I[Zézl Se, (1) =
L] > 1 we consider MGF of the random variable 25:1 l[z,ﬁ:l oe, (1) =
L] 1[252:1 80, (1) = L] as follows

Z DI ZHP 1)lgr) P(na(in)lga)

n(K)na(l) na(
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% e>‘ ZK= 1[24?1:1 gy (m)=L] 1[22:1 Sty (n)=L]

= H > > Pn(w)lgr) Pna(p)lga)

=1 (1) ma (1)
o« MISE 106 (W=LILSE, 56, ()=L]

=1j[z S Plulolar) Plua(olas)

n(p)=0mna(n)

L —
P(Llgr) S Plra(u)lga)e b %w)L]]

na(p)

1—P(Llqr)

K
P(Llgr) {1 — P(L|ga) + P(L|ga)e }]

= [1 = P(Llar)P(Llaa) + P(Llar)P(Llga) )] (16)
hence
K /K
= 3 (5) Pl
n=0
x [1 = P(L|qr)P(L|ga)]* " . (17)

Thus the prob. distribution of random variable n = Zi{:l 1[251:1 oo, (1) =
L] 1[2?2:1 8¢, (1) = L] is given by the binomial

Plalor.an) = () ) P(Llar)P(Llan)"

x [1 - P(L|gp)P(L|ga)]* "
= (K> [(1—qr)qal™”

n

x [1—(1—qp)lek]™ ™" (18)

From above follows that the probability of the event n > 1 is given by

K
Z P(n|qFa QA) =1- P(O|qFa QA)
n=1
K
—1- - (1 -a" k)" (19)
e From above follows that the probability of anonymity failure is given by P, =
L, LK
1- [1_(1_(]F) (JA]
o We are also interested in probability of the event fo:l 1[2521 oe(u) < L] =

K, ie. the broadcast failure event due to presence of faulty nodes. To
compute prob. of the latter we consider MGF of the random variable n =
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25:1 1 Zle oe(p) < L} as follows

S Y [ Pleln)

o(l)  o(K)p=1
% e e i, oe(w)<L]

I'[A]

K
> a- qr) it aem)q;fzeil oe(m) AN[Sf, oe(m)<L]

=10 ()

[[1—(1—gp)’] *+(1—qr)"]

K
Z <K> [1 —(1- qF)L]" (1— qF)L(Kfn)e)\n (20)

n

K

n=0
From above follows that distribution of the random variable n is the binomial
(K) 1-(1 —qF)L]n (1 — qr)*¥=") and hence probability of the broadcast

n
failure event n = K is given by

K
Py=[1-(1-¢qp)"]" . (21)
e Thus we obtain the following set of equations
K
P, = [1-(1—qp)"]
K
P, =1-[1-(1-qr)"¢f]
K K
Pop=[1-(1—-q) (1 —gr)]" —[1-(1—-qr)"] (22)
for the probability of broadcast failure Py, prob. of anonymity failure P, and
prob. of adversarial broadcast failure P .

e Let us first consider the prob. of broadcast failure Py.

e We note that P, is (monotonic) decreasing function of K and (monotonic)
increasing function of L. This result is intuitive as increasing number of
communications paths (of fixed length) increases chances that at least one of
these paths is functional. Also increasing length of paths (for a fixed number of
paths) increases chances that in each path at least one node is faulty.

e For K — oo, with L fixed, the prob. P, — 0 and for L — oo, with K fixed, the
prob. Py — 1.

e Let us assume that K = f(L), where f(L) € N, and consider the prob. Pj. For
the latter we have the following inequality

K
Py = [1—(1-gr)"]
— of (L) log(1-(1-qr)") < eff(L)(lqu)L7 (23)

where in above we used log(z) < x — 1 to obtain inequality.
e Hence for K = f(L) we can have P, — 0 when f(L)(1 — qp)* — oo as L — oc.
e Second, we consider the prob. of anonymity failure P,.
e We note that P, is (monotonic) increasing function of K and (monotonic)
decreasing function of L.

e For K — oo, with L fixed, the prob. P, — 1 and for L — oo, with K fixed, the
prob. P, — 0.



CONTENTS

Prob. of anonym. fil

0020

0015

0010

02005

0.065

0060

0040

0035

11

Figure 5. Analysis of failures in 2% linear trees with L layers (see Figure 4). Left:
The probability of broadcast failure plotted as a function of number of layers L
for the (average) fraction ¢r = 0.3 of faulty nodes. Center: The probability of
anonymity failure plotted as a function of the number of layers L for the (average)
fraction g4 = 0.1 of adversarial nodes and gr = 0.3. Right: The probability of
adversarial broadcast failure plotted as a function of the number of layers L for
gr = 0.3 and g4 = 0.1. In simulation probabilities were computed from M = 10*

samples.

e Let us assume that K = f(L), where f(L) € N, and consider the prob. P,. For
the latter we have the following inequality

P, =1-[1-(1—-qp)

L L
qa

‘We note that

1-(1—qr)t ¢§

hence f(L)(1 — qr)* ¢} is the dominant term in f(L)

}K

e Hence for K = f(L) we can have P, — 0 when f(L)

— 1 _of (D) log(1-(1~ar)* af)

(1—gm)t qﬁ

<1-

1-(1—qr)F ¢k

(1—qr)" o4

—f(L)
e

1—-(1—qp)k qﬁ

—0as L — oco.

P, — 0 when f(L)(1 —qr)l ¢k — 0as L — oco.

2. Broadcasting on Branching Trees

_ L L
(1—qr) - (1 _ qF)L qﬁ +O((1 _ qF)QL q124L

) when L — oo and

(1—qr)" qk

1-(1—qr)t q%

— 0. Thus

o We consider broadcasting on a tree 77, with layers|| labeled, from leaf nodes to
the root node, by the set {0,1,..., L} (see Figure 7).

e We assume that the root node of 7Ty, is labeled by 0 and the rest of nodes are
labeled by the set of natural numbers N.

o We assume that the root node of Ty, is sending a message to leaf nodes.

e A node inside 77, is relaying a message to b nodes.
e The set of all leaf node is the “boundary” 97y, of the tree Tr,.

|| All nodes in a tree at the same distance from its root constitute a layer.
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Figure 6. Analysis of failures in 2% linear trees with L layers (see Figure 4). Left:
The probability of broadcast failure plotted as a function of number of layers L
for the (average) fraction ¢r = 0.3 of faulty nodes. Center: The probability of
anonymity failure plotted as a function of the number of layers L for the (average)
fraction g4 = 0.4 of adversarial nodes and gr = 0.3. Right: The probability of
adversarial broadcast failure plotted as a function of the number of layers L for
gr = 0.3 and g4 = 0.4. In simulation probabilities were computed from M = 10*
samples.

The number of leaf nodes |97 | = b is also the number of paths from the root
node to leaf nodes.

We assume that each node in the tree 77, but the root, has associated with it
binary random variable which models some internal state, such as “failed” /“not
failed”, etc., of this node.

Single-variable model of failures

2.1.1. Analysis of communication failure

We consider broadcast on the tree 77, (see Figure 7).
We assume that the root node of T, sends a message to all leaf nodes.

We assume that each node can fail to relay the message with probability ¢
independently from other nodes.

The internal state of node i > 0, s;, is 1 when it failed to relay the message and
0 otherwise.

If the sum of all s; variables of nodes on the path from the root to some leaf
node 7, Zkeo»;’\o sy is greater than 0, then node j didn’t receive the message,
i.e. communication failure occurred.

If minjcor, Zk60—>j\0 sk > 0 then all leaf nodes didn’t receive the message, i.e.
broadcast failure occurred.

The hg = minjear; Y o j\o Sk can be computed recursively as follows

ho = minh;
i€d0
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Figure 7. Broadcast on a (balanced and complete) tree 7. The layers in the
tree are labeled by the set {0,1,...,L} (bottom to top). A message is sent from
the root node (layer L) to the leaf nodes (layer 0). All leaf nodes of the tree Tz,
constitute its boundary 977,. Each node in the tree, but the root, has associated
with it binary random variable.

h; = s;+ min hy, (24)

k€di\0

where h; = minjesr; D;—;[71] and for the path ¢ — j we defined the “distance”

Di;[TL] = Zkeiaj Sk-

o We note that for j € 971, we have h; = s;.

e Assuming that M message were broadcast on 77, i.e. M copies of the tree Ty,
were created with 0/1 distributed randomly in each copy, we expect that the prob.
distributions of random variables hg and h; are governed by the equations

Qr(h)

Pyya(h)

Po(h)

b
Z . Z H PLfl(hk) 5h;minke[b] R

h1 hy k=1
b
— Z e Z H Py(hy) Z P(s) 6n, s+mingepp) bk
h1 hy k=1 S

=Y P(s)dn;s, (25)

where in above P(s) = ¢ds.1 + (1 — ) 05,0, when M — oo

€ We need to show that in the limit M — oo the (empirical) distribution Qz,(h) = ﬁ ny:l ShshO (u)
converges (almost surely) to the average Qr, (h) = ﬁ Zﬁil <5h;h°(u)>5(u) generated by the probability
distribution P(s(u)) = [1;e 7, \0 P(si()), where P(s) = qds;1 + (1 — q) ds;0, i.e. the random variable
Qr(h) = % nyzl Op;n0(u) is self-averaging [1].
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e We note that above are density evolution equations [1].
e The domain of P,(h) is the set {0,1,...,¢+ 1}.

e We are interested in the probability Qr(h > 0) = 1 — Qr(h = 0), i.e. the prob.
of broadcast failure, which can be computed as follows

b
0) = Z o Z H Pr_1(hk) 50;minke[b] hi

h1 hy k=1
=1-[1-P,4(0)
=1-P% (h>0)
(26)

Furthermore, we consider

b
P€+1(0) Z Z H PZ hk: Z P 50 s+mingep) bk
hy

hy k=1

P(0) [1 = [1 = Pe(0)]']
P(0) [1 —Pj(h > 0)], (27)
where Po(h > 0) =g and P(0) =1 —g.
e Hence, we have
Qu(h>0) =Pj_y(h>0)
Prii(h>0)=1—(1-q) [l —Py(h>0)]

Po(h>0) =g¢q (28)
e We note that Py(h > 0) = 1 is always solution of the equation
Prii(h>0)=1—(1—q)[L—Pj(h>0)]. (29)

Let us assume that Py(h > 0) = 1 — ¢y, where 0 < ¢, < 1, then above equation
gives us

eer1=(1—¢q) [1 = (1—€)"]
=(1-q)be+O(ef) (30)
Hence Py(h > 0) = 1 is a stable solution when (1 — ¢)b < 1 which is equivalent
tog>(b—1)/b.
e The function 1 — (1 —¢) [1 — P?], i.e. the RHS of the equation (29), is monotonic
increasing function of P > 0. Furthermore, it is also convex function of P. The
latter implies Po(h > 0) = 1 is unique solution when ¢ > (b — 1)/b but when the

latter inequality is violated then a second (stable) solution, which is strictly less
than 1, appears.

e Let us define P, = limy_, o, Py(h > 0) then from above follows that Pr(h > 0) =
P% | (h>0) <P, where Py, is the solution of the equation

Po1-(1-q)[1-P", (31)
i.e. the fixed point equation of the equation (29).
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Figure 8. The (critical) probability that a node is faulty, g = (b —1)/b, as a
function of tree branching factor b. For g > g. broadcast on a tree is only possible
for a small number of layers. For ¢ < g. broadcast is possible for infinite number
of layers.

e The non-trivial P, < 1 solution of the equation (31) can be computed analytically
for small values of the branching parameter b. In particular for b = 2 we
have Py, = ¢/(1 — q). The latter implies that the prob. of comm. failure
Pr(h > 0) < P2 = ¢?/(1 — q)? when ¢ < 1/2 and Pr(h > 0) < P2 =1 when
q > 1/2 (here Py, = 1). We note that Po, = limy_, P¢(h > 0) and hence the
prob. of comm. failure remains bounded from 1 when ¢ < 1/2 even for trees with
infinite number of layers.

2.1.2. Analysis of anonymity failure

e We consider broadcast on the tree T, (see Figure 7).
e We assume that the root node of T, sends a message to all leaf nodes.

e We assume that any node in 77, but the root, can be “curious” with probability
q independently from other nodes.

e The internal state of node, s;, is 1 when node is “curious” and 0 otherwise.

e If the sum of all s; variables of nodes on the path from the root to some leaf node
7, Zk60—>j\0 sk is equal to L, then a message sent by node 0 can be associated

with this node, i.e. anonymity failure occurred™.
o If maxjcor; Zk60—>j\0 sk = L then anonymity failure occurred.

+ We note that for anonymity failure to happen a some degree of “cooperation” between curious
nodes is also required.
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Figure 9. The probability of broadcast failure (lower and upper bound) plotted as
a function of probability that a node is faulty, g, for the values of tree branching
factor b = {2,3,4} (yellow, orange, red). Here ¢ < ¢. and the lower bound
corresponds to a branching tree with 3 layers. The upper bound corresponds to
a branching tree with an infinite number of layers.

e The ho = maxjcar, Y peos j\o Sk can be computed recursively as follows

ho = Inax h,
1€00

h; = s; + max hy, (32)
kEDI\O

where h; = maxjcp7r Di—i[T1] and for the path i — j we defined the “distance”
Di4[TL] = > 4ei—j s We note that for j € 0T we have h; = s;.

e From above follows the density evolution [1] equation

b
Z cee Z H PL—l(hk:) 6h;maxk€[b] hy

Qr(h) =
ha hy k=1
b
P[+1(h) = Z te Z H Pf(hk) Z P(S) (sh; stmaxpep) he
h1 hy k=1 s

Po(h) =Y P(s)ns, (33)

where in above P(s) = ¢ds.1 + (1 — q) 0s.0-
e The domain of Py(h) is the set {0,1,...,¢+ 1}.
e We are interested in the probability Qr,(h = L) which can be computed as follows

b
Quh=L)=> > JIPr-1(h) L masscp n

h1 hy k=1
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Figure 10. The probability of broadcast failure (lower and upper bound) plotted
as a function of probability that a node is faulty, g, for the values of tree branching
factor b = {2,3,4} (yellow, orange, red). Here ¢ > ¢. and the lower bound
corresponds to a branching tree with 3 layers. The upper bound corresponds to
a branching tree with an infinite number of layers.

=1-[1-Pr_y(h=0L)" (34)
Furthermore, we consider
b
PZ+1(h ={+ 2) = Z T Z H P@(hk) Z P(S) 6Z+2; s+mingep) hr
hl hb k=1 S

=P(1) [1=[1=Pe(h=+1)]"]

=q[1-N =P =t+1)"], (35)
where Po(h = 1) = ¢q. Hence we have the following set of equations
Qh=L)  =1-[1-Pra(h=1)
Poii(h=0+2)=q [1 [ —Pyh=1(+ 1)]b]
Po(h =1) —q (36)
e Let us define Ppy1 = Pyy1(h = £+ 2) and consider the equation
Pry1=q[1—[1-Pf’] (37)

We note that Py, = 0 is a fized point of above equation. Let us assume P, = ¢,
where 0 < ¢, < 1, and consider

e =aq[l-[1-el]
=qber+O(e)). (38)



CONTENTS 18

Hence the fixed point P, = 0 is stable when ¢ < 1/b. Let us consider the function

fP)=q[1—[1-P'] (39)

on the RHS of the equation (37). This function is monotonic non-decreasing and
concave. The latter implies that for ¢ < 1/b the equation (37) has only one
solution P, = 0. However, the fixed point P, = 0 becomes unstable when g > 1/b
and a second (stable) solution Py > 0 emerges.

2.2. Two-variable model of failures
e We consider broadcast on a tree 7. (see Figure 11) constructed from nodes
sampled (with replacement) from the N nodes of the network.

o We assume that My nodes in the network are “faulty”* and the probability that
a sampled node is faulty is gp = Mp/N.

o We assume that M4 nodes in the network are “adversarial”f and the probability
that a sampled node is adversarial is g4 = M4 /N.

o We assume that the root node of T, sends a message to all leaf nodes.
e The root node is labeled by 0 and all leaf nodes constitute the set 97r.

e We assume that each node can fail to relay the message with probability gp
independently from other nodes.

e We assume that a node can be adversarial with probability ¢4 independently from
other nodes.

e Let us define the binary variable o; € {0,1} for a node ¢ in some communication
path. A node is faulty /not-faulty when o; = 0/1 with probability ¢r/1 — gp.

o If the sum of all ¢; variables of nodes on the path from the root 0 to some leaf
node j, Zkeo—m‘\o o is less than L, i.e. there is at least one faulty node on this
path, then node 7 didn’t receive the message, i.e. communication failure occurred.

e If all nodes in a communication path are mon-faulty then this is a functioning
communication path.

o If max;coT; ZkeOAj\O ok < L, i.e. each comm. path contains at least one faulty
node, then all leaf nodes didn’t receive the message, i.e. broadcast failure occurred.

e Equivalently the broadcast failure occurred when

1| > ok<L| =0T

JjE€OTL | ke0—4\0

e Also we define the binary variable s; € {0,1}. A node is “honest” /“adversarial”
when s; = 0/1 with probability 1 — qa/qa.
o If

Zl Z op,=L] 1 Z sp>1 :Zl Z o =1L

j€dTL | keo—j\0 k€0—5\0 JEOTL k€0—5\0

* Faulty node is unable to relay a message.
# Adversarial nodes are controlled by an adversary which can make nodes faulty, use them for traffic
analysis, etc.
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Figure 11. Broadcast on a (balanced and complete) tree Tz,. The layers in
the tree are labeled by the set {0,1,...,L} (bottom to top). A message is
sent from the root node (layer L) to the leaf nodes (layer 0). All leaf nodes
of the tree 71, constitute its boundary 97;. Each node in the tree, but the
root, has associated with it binary random variable. A node could be faulty
(circle with dashed boundary), or adversarial (red circle). Presence of faulty
node leads to communication failures. Presence of adversarial nodes could lead
to communication and anonymity failures.

and 37 o7, 1D heon 00k = L] = 1, Le. all functioning communication paths
have at least one adversarial node, then adversary has opportunity to cause
broadcast failure.

We note that above is equivalent to the event

min ~ Z s> 1

JEOTLAY Jkeo—jno k=L ke0—4\0

I8 com D keomjo 0k = LI 1> keoj\0 Sk = L] = 1, i.e. there is at least one
functioning communication paths where all nodes are adversarial, then adversary
has opportunity to cause anonymity failure.

We note that above definition of anonymity failure is equivalent to the event
max;cor; Zkeo—m‘\o opsy = L. Here the Zkeo—m‘\o 0rS, counts number of
adversarial nodes on the path 0 — j.

2.2.1. Analysis of broadcast failure

e We are interested in the probability of the event maxjcar, Y 40k < L-
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e The hy = maxjcaor;, Zkeo ~yj\0 Ok can be computed recursively as follows

ho — Inax hl
€00

h; = s; + max hy, (40)
k€Di\0
where h; = max;ea7 Y pc;; Ok We note that for j € 9T we have h; = o;.

e From above follows the density evolution [1] equation

b
Qr(h) = Z T Z H Pr_1(hx) 5h;mane[b] hi

hy hy k=1
b
P€+1(h') = Z e Z H P@(hk) Z P(U) 5}1; o+maxye(p)] hg
h1 hb k=1 g
Po(h) =Y P(0)nio (41)

where in above P(0) = qr do.0 + (1 — qF) 0:1-
e The domain of Py(h) is the set {0,1,...,¢+ 1}.
e The probability of the event max;ear;, ZkeO%j\O or < L is given by Qr(h <
L)=1-Qg(h=L). Let us consider
b

Qr(h=1L)= Z e Z Pr—1(hk) 0r; maxye ) ha
1

Ry hy k=
1Py (h=L)" (42)
Furthermore, we consider
b

Pg+1(h ={+ 2) = Z s Z H Pé(hk) Z P(s) 55+2; stmaxgep) bk

h1 hy k=1

=P(1) [1 —[1=Py(h=1C+ 1)]b}

—(—a)[1-[D-Pa=c+1)]],  (3)
where Po(h = 1) =1 — gr. Hence we have the following set of equations
Qh=L)  =1-[1-Pra(h=1)
Peyi(h=£+2) = (1—gp) [1 = [1=Py(h =+ 1))]
Poh=1)  =1-gr (44)

e Let us define Ppyq = Pyiq(h = £+ 2) and consider the equation
Pt = (1= gp) [1 = [1-P/J'] (45)

We note that P, = 0 is a fized point of above equation. Let us assume P, = ¢y,
where 0 < ¢, < 1, and consider

e = (1—qr) [1-[1 - e]"]
=(1—qr)bes +O(D). (46)
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Hence the fixed point Py = 0 is stable when 1 — gp < 1/b. Let us consider the
function

f(P) = (1= qr) |1 = [1 = P)] (47)

on the RHS of the equation (45). This function is monotonic non-decreasing and
concave. The latter implies that for 1 — ¢gr < 1/b the equation (37) has only
one solution Py, = 0. However, the fixed point P, = 0 becomes unstable when
1—gr > 1/b and a second (stable) solution P, > 0 emerges.

2.2.2. Analysis of anonymity failure
o We are interested in the probability of the event max;ea7; ZkeOHj\O oSk = L.
o The hg = maxjear, Y 1eo ~yj\0 OkSk can be computed recursively as follows

ho = Inax hl
1€00

hi = 0;8; + max hk, (48)
kedi\o

where h; = maxjea7 Y pe;,; OkSk. We note that for j € 9T we have h; = o;s;.
e From above follows the density evolution [1] equation

b
Qr(h) = Z e Z H Pr1(hx) On: maxy e o) i

h1 hy k=1
b

Pepi(h) =Y > [T Pelhn)
h1 hy k=1

X ZP(U) Z P(S) 5h; os+maxge(p) hy
Po(h) = S P(0) 3P(S) b (49)

where in above P(0) = qr 650 + (1 — qr) 6.1 and P(s) = qa 0s.1 + (1 — qa) ds0-
e The domain of Py(h) is the set {0,1,...,¢+ 1}.

e The probability of the event maxjecar, > o, 0 OkSk = L is given by

b
Qr(h=1L)= Z - Z H Pr—1(hk) 0r; maxyc ) ha

hy hy k=1
=1-[1-Pri(h=1L) (50)

Furthermore, we consider

b
Pea(h=0+2)= > S [[Pelh) >
h1 k=1

hy k= o

X P(U) Z P(S> 5€+2; os+maxyep bk
s

—(L=ar)aa [1= L= Plh =+ D], (51)
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where Po(h = 1) = (1 — qr)ga. Hence we have the following set of equations

Qr(h=1) =1-[1-Pra(h=1L)

Pry(h=0+2)=(1-qr)qa [1 —[1=Py(h=1C+ 1)]b}

Po(h =1) =(1—qr)qa (52)
e Let us define Pyy1 = Pyy1(h = £+ 2) and consider the equation

P = (1-ar)aa [1 = [1 - P (53)

We note that P, = 0 is a fized point of above equation. Let us assume P, = ¢y,
where 0 < ¢, < 1, and consider

e+1=(1—qr)qa [1 -[1- GE]b}

=(1—qr)qabe+O(e)). (54)

Hence the fixed point P, = 0 is stable when (1 — gr) ga < 1/b. Let us consider
the function

f(P)=(1=qr)qa [L-[1-P'] (55)

on the RHS of the equation (45). This function is monotonic non-decreasing and
concave. The latter implies that for (1 — gr)ga < 1/b the equation (37) has only
one solution Py, = 0. However, the fixed point P, = 0 becomes unstable when
(1 —gr)ga > 1/b and a second (stable) solution Py > 0 emerges.

2.2.3. Analysis of adversarial broadcast-failure

e We note that (adversarial) broadcast failure event can be written as
minjeaTLAz;kleoﬂ\O op =L Zkgeo—n'\o Sk, > 1 and maxjcoT; Zke0—>j\o op = L.
Furthermore, the equality Zkeoﬁj\o o, = L implies that er()*)j\o or =1 and
hence

LY ow=L Y sk= [ o > sk0)
k1€0—5\0 ka€0—5\0 k1€0—5\0 k2€0—7\0

e The hy = MIGEITL A, om0 Thy =L ZkgGO*}j\O sk, can be computed recursively
as follows

ho = min h;
1€90

h; = min E Sky

SNy cimny P11 =L %

h; = min S + g Sky
j€OTLA . .ok, =L
J L Zklez—)_y k1 szZ*}]\Z

h; = 0;8; + max hy
k€O

We note that for j € 97 we have h; = 0;s;.
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Figure 12. Analysis of failures in branching trees with branching factor b = 2
(see Figure 11). Left: The probability of broadcast failure plotted as a function
of number of layers L for the (average) fraction gz = 0.3 of faulty nodes. Center:
The probability of anonymity failure plotted as a function of the number of layers
L for the (average) fraction g4 = 0.1 of adversarial nodes and g = 0.3. Right:
The probability of adversarial broadcast failure plotted as a function of the number
of layers L for g = 0.3 and g4 = 0.1. In simulation probabilities were computed
from M = 10% samples.
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Figure 13. Analysis of failures in branching trees with branching factor b = 2
(see Figure 11). Left: The probability of broadcast failure plotted as a function
of number of layers L for the (average) fraction gz = 0.3 of faulty nodes. Center:
The probability of anonymity failure plotted as a function of the number of layers
L for the (average) fraction g4 = 0.4 of adversarial nodes and gr = 0.3. Right:
The probability of adversarial broadcast failure plotted as a function of the number
of layers L for g = 0.3 and g4 = 0.4. In simulation probabilities were computed
from M = 10* samples.



CONTENTS 24

0.45
0.40-
qc 035
0.30
025 Prob. of anonym. fail. > 0
0.20
0.15
Prob. of anonym. fail. =0
L T T P A e T )
b
Figure 14. The (critical) probability that a node is “curious”, ¢. = 1/b, as a
function of tree branching factor b. For g. < g < 1 the probability of anonymity
failure is bounded away from 0 and 1 for infinite number of layers, i.e. the
probability of anonymity failure is approaching a non-zero value with increasing
number of layers in a tree. For ¢ < g. the probability of anonymity failure is
exactly O for infinite number of layers.
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Figure 15. The probability of anonymity failure (lower and upper bound) plotted
as a function of probability that a node is “curious”, g, for the values of tree
branching factor b = {2,3,4} (red, orange, yellow). Here ¢ < gc = 1/b and the
lower bound, given by 0, corresponds to a branching tree with an infinite number
of layers. The upper bound corresponds to a branching tree with 3 layers.
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Figure 16. The probability of anonymity failure (lower and upper bound) plotted
as a function of probability that a node is “curious”, g, for the values of tree
branching factor b = {2,3,4} (red, orange, yellow). Here ¢ > g = 1/b and the
lower bound corresponds to a branching tree with an infinite number of layers.
The upper bound corresponds to a branching tree with 3 layers.
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Figure 17. The (critical) probability that a node is faulty (top dashed line),
ge = (b —1)/b, and that a node is “curious” (bottom solid line), g. = 1/b, as a
function of tree branching factor b.



CONTENTS 27
//
_-"o
0.174 _- B
~
//
e 0.254
7 o
s
0.164 7
s
i -
] -’
= Ve — 020
g / E
E /o £
£ 0154 / g
e 3
[ / -g 0.154
// )
0.144 /
//
/ 0.104
4
0.134
2 3 3 3 ‘ ‘ ‘ ‘
L 2 3 4 5
L
0 simulation theory
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(see Figure 7). Left: The probability of broadcast failure plotted as a function
of number of layers L for the fraction ¢ = 0.3 of faulty nodes. Right: The
probability of anonymity failure plotted as a function of the number of layers
L for the fraction ¢ = 0.3 of “curious” nodes. In simulation probabilities were
computed from M = 10* samples.
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Figure 19. Analysis of failures in branching trees with branching factor b = 2
(see Figure 7). Left: The probability of broadcast failure plotted as a function
of number of layers L for the fraction ¢ = 0.6 of faulty nodes. Right: The
probability of anonymity failure plotted as a function of the number of layers
L for the fraction ¢ = 0.6 of “curious” nodes. In simulation probabilities were
computed from M = 10 samples.
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